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DATA PROCESSING AGREEMENT	Comment by DPALynn: DPA Lynn has checked the entire document from data controller perspective. Advice: do not sign.

- Critical issue: Nature and purpose of processing and Term.
- Minor issue: Security obligations, Return of data, Sub-processors, Data subject requests, Assistance and Duty to inform.
- Detail issue: Records of processing.


[bookmark: _WW123367][bookmark: Content]THE UNDERSIGNED:

· [bookmark: _WW123370]NAME_HERE., a private limited company having its registered place of business at PLACE, registered with the Trade Register under number NUMBER, (referred to hereinafter as: ‘Controller’);

· NAME_HERE., a private limited company having its registered place of business at PLACE, registered with the Trade Register under number NUMBER (referred to hereinafter as: ‘Data Processor’)

Controller and Data Processor each separately referred to as "Party" and jointly as "Parties".

[bookmark: _WW123295]WHEREAS:

[bookmark: _WW123296]Data Processor provides services on behalf of Controller, which services have been listed and specified in Appendix  1 (hereinafter: ‘Legal Relationship’); 
[bookmark: _WW123297][bookmark: _WW123298]Controller, for the purpose of the Legal Relationship, will provide data to Data Processor, and Data Processor will process this data on behalf of Controller;  
The data referred to above is considered personal data (hereinafter: ‘Personal Data’), in respect of which Controller is its Controller and Data Processor is its Data Processor within the meaning of the General Data Protection Regulation (EU) 2016/679 (hereinafter: ‘GDPR’) and the GDPR Implementation Act; 
Controller wishes to protect the ………. Personal Data of  …….. (hereinafter: ‘Data Subjects’) and the processing of such Data by Data Processor in accordance with the provisions of the GDPR;
[bookmark: _WW123300]Parties wish to lay down their agreements with respect to the processing of the Personal Data in this Agreement (hereinafter: ‘Data Processing Agreement’) in writing.

[bookmark: _WW123302]HAVE AGREED AS FOLLOWS:

[bookmark: _WW123303]Scope of Data Processing Agreement
[bookmark: _WW123305]The provisions of this Data Processing Agreement shall prevail over oral or written agreements between the parties with respect to their Legal Relationship.
Data Processor will process the Personal Data for Controller exclusively and only in accordance with the purpose and the instructions provided by Controller in writing.
[bookmark: _WW123306][bookmark: _WW123307]Each Party shall ensure that the processing of Personal Data will take place in accordance with the provisions set out in e.g. the GDPR or its successor legislation and regulations. If necessary Controller will ensure that it obtains the consent of the Data Subjects and that it complies with other statutory bases for collection and processing of Personal Date provided by the GDPR.


[bookmark: _WW123308]Controller shall provide the Personal Data on a ‘need-to-know’ basis only. 
[bookmark: _WW123309]Data Processor will provide to Controller, to the extent as possible, all assistance to allow Controller to comply with its statutory obligations under the GDPR with respect to i) the rights of Data Subjects, ii) notification of a breach in connection with Personal Data, iii) data protection impact analysis, and iv) consultation of the Personal Data Authority prior to processing. 
[bookmark: _WW123310]Data Processor shall immediately notify Controller of any failure in compliance with the provisions of this Data Processing Agreement on the part of Data Processor or its personnel.
After a prior, timely, written request of Controller Data Processor shall provide to Controller all information which Controller needs to show compliance with obligations of Data Processor and facilitate checks or audits. 
Data Processor shall immediately notify Controller in case a given instruction as referred to in article 1.3. would result in an infringement of statutory provisions for the protection of Personal Data. 
This Processor Agreement relates to the processing of Personal Data by the Processor on behalf of the Controller in the context of the implementation of the Main Agreement. An overview of the type of personal data, the categories of data subjects and the purposes of processing is included in Appendix 1.	Comment by DPALynn: Critical The DPA does not specify the nature and type of processing. This is required, article 28(3) GDPR. It is recommended to add an appendix that provides the details
Processor is obliged to keep a register as referred to in Article 30 paragraph 2 GDPR of all categories of processing activities that they have carried out for the benefit of Controller.	Comment by DPALynn: Detail Standard provision about keeping a register of processing operations is missing, please add (see Article 30 paragraph 2 GDPR).

[bookmark: _WW123311]Conclusion, duration and termination of Data Processing Agreement
[bookmark: _WW123312]This Data Processing Agreement will commence on the date at which it has been signed by both Parties on (or so much earlier as) the time at which the Legal Relationship between the Parties was created. The duration of the Data Processing Agreement is identical with the duration of the Legal Relationship between the Parties.
[bookmark: _WW123313]In case the Legal Relationship is terminated or ceases to exist this Data Processing Agreement will expire automatically. Neither Party may prematurely terminate this Data Processing Agreement.
[bookmark: _WW123314]Upon request of Controller and in case of termination of the Legal Relationship Data Processor shall immediately  return to Controller or destroy, at the discretion of Controller, all Personal Data made available to Data Processor, unless storage of Personal Data results from a statutory obligation. 
Upon request of Controller Data Processor will provide to Controller a declaration in which Data Processor declares that the Personal Data has been returned, is no longer processed and is not available in other data files of Data Processor.
This Processor Agreement shall take effect on the date the underlying agreement becomes effective and ends when the agreement ends.	Comment by DPALynn: Critical The processor agreement has no explicit term. This is a risk. Please join the main agreement .
Upon termination of this Processor Agreement, Processor will, at the discretion of Controller, destroy and / or return the Personal Data in a commonly used format (if applicable).	Comment by DPALynn: Minor A provision on return or destruction after expiry is mandatory (Article 28 paragraph 3 sub g GDPR) and must therefore be added.

[bookmark: _WW123315]Security and control
[bookmark: _WW123316]Data Processor shall implement appropriate technical and organisational protection measures, including but not limited to the measures referred to in article 3.5 of this Data Processing Agreement, to protect the Personal Data against accidental or unlawful destruction, loss, accidental alteration, unauthorised or unlawful storage, access or disclosure.
[bookmark: _WW123317]These measures shall, taking into account the state of technology, the costs of implementation of the measures and their application, the nature, scope, context and purpose of processing and the risks for the rights and freedoms of Data Subjects, ensure an appropriate level of security, taking into account the risks involved in the processing of Personal Data and the nature of such risks.
[bookmark: _WW123318]Upon request Data Processor shall immediately draw up a declaration stating the measures taken in connection with its acts as Data Processor.


[bookmark: _WW123357]Controller has the right to conduct (cause to conduct) an audit concerning compliance with the obligations of Data Processor under this Data Processing Agreement. This audit will take place only after Controller has requested and evaluated similar relevant audit reports available at Data Processor, and brings reasonable arguments that justify a subsequent audit to be initiated by Controller. Such an audit is justified if similar audit reports available at Data Processor do not or not sufficiently provide assurance of compliance with this Data Processing Agreement by Data Processor. The audit initiated by Controller will take place two weeks after its announcement by Controller, and no more than once every calendar year.
[bookmark: _WW123326]Controller  obliges Data Processor to protect the Personal Data in accordance with the following standards or to take the following specific protection measures:
[bookmark: _WW123327]Pseudonymisation and encryption of Personal Data; 
Ensuring the possibility that the confidentiality, integrity, availability and resilience of the processing systems and services are guaranteed on a permanent basis; 
Ensuring the possibility that the availability of and access to the Personal Data is restored in a timely manner in case of a physical or technical incident;
Providing a procedure for regular testing, assessment and evaluation of the effectiveness or the technical and organisational measures for the security of processing; measures that guarantee that the Personal Data that is processed under the Data Processing Agreement can be accessed only by personnel for whom access is necessary for the performance under the Legal Relationship (authorizations);
[bookmark: _WW123326]Processor will take appropriate technical and organizational measures with regard to the processing of Personal Data to be carried out, against loss or against any form of unlawful processing (such as unauthorized access, damage, modification or provision of the Personal Data). These will be recorded in Appendix 2.	Comment by DPALynn: Minor The processor agreement does not provide details about security. This is mandatory (Article 28 paragraph 3 sub c GDPR). An appendix should be added detailing what is going to happen.
[bookmark: _WW123330]Measures to identify weak spots and security breaches in the systems used for the performance of the Order and processing of Personal Data;

[bookmark: _WW123332]Confidentiality and secrecy
[bookmark: _WW123333]Data Processor and its personnel shall handle the Personal Data provided in a strictly confidential manner. The Parties further agree that unauthorized personnel will not have access to the Personal Data. Data Processor is obliged to ensure that all those working under its responsibility or authority is subject to a duty of confidentiality. 
[bookmark: _WW123334]Data Processor and those working under its responsibility or authority are obliged to keep secret any Personal Data and information which they process under this Data Processing Agreement, except to the extent that such data or information is apparently not confidential or secret in nature or is already generally known or in case any statutory provision requires disclosure by Data Processor.

[bookmark: _WW123335]Obligation to notify breaches in connection with Personal Data
[bookmark: _WW123336]Data Processor shall notify the Privacy Officer of Controller of any breaches in connection with Personal Data as defined in article 4 under 12 of the GDPR, within 24 hours of discovery of such breaches, providing the information as referred to in Appendix 2.
[bookmark: _WW123338]Data Processor shall provide to Controller all necessary information and shall provide all necessary assistance to enable Controller to establish the cause and extent of the breach and to comply with its obligations resulting from articles 33 and 34 GDPR.


[bookmark: _WW123339]Processing by sub-processors, transfer of data to third parties
[bookmark: _WW123340]Data Processor is not authorized to engage third parties (such as sub-processors) without the prior written approval of Controller. 
Data Processor is at any time obliged to ensure that third parties engaged (such as sub-processors) will assume in writing the same obligations as those agreed between Controller and Data Processor. Data Processor shall ensure correct compliance with these obligations on the part of those third parties and, in case of error(s) on the part of those third parties, shall itself be liable to Controller for any damage, as if Data Processor itself committed the error(s).
 Data Processor shall inform Controller of intended substantial changes in (the addition or replacement of) sub-processors. Controller has the right to object to intended changes[Deleted]	Comment by DPALynn: Minor General permission for sub-processors is not acceptable. This must be a specific permission. A list of sub-processors already approved can be added.
[bookmark: _WW123341]Data Processor shall not provide or make available to any third party (not being sub-processors as referred to in article 6.1) the Personal Data it has received from Controller without the prior approval of Controller, unless on the basis of an express, written instruction of Controller or unless ordered to do so by a judicial or administrative authority, on condition that in that case Data Processor will inform Controller of that within 24 hours of receipt of such order.
[bookmark: _WW123342]Data Processor shall not store and/or process the Personal Data in countries outside the European Economic Area without the written approval of Controller.
Data Processor shall process or store the Data, including its backup, in a location in the European Economic Space (EES). They are the following locations in the following countries: 

[bookmark: _WW123344]Penalty 
[bookmark: _WW123345]In case of non-compliance with any obligations resulting from this Data Processing Agreement, Data Processor shall forfeit to Controller an immediately due and payable penalty in the amount of € 500,00 for each non-compliance and € 250,00 for each day during which the non-compliance continues.
[bookmark: _WW123346]The provisions of article 7.1 do not prejudice the right to demand compliance and Controller’s right to claim damages.

[bookmark: _WW123347]Liability
[bookmark: _WW123348]The liability resulting from the Legal Relationship between the Parties notwithstanding, Data Processor shall be liable for all damage resulting from or in connection with failures in the performance of this Data Processing Agreement or acts in violation of the GDPR or GDPR Implementation Act. 
Data Processor indemnifies Controller from and against fines and/or penalties imposed on Controller by and/or on behalf of the Personal Data Authority and/or other competent authority, for that part of the fine and/or penalty that relates to the processing operation for which Data Processor is responsible under the Legal Relationship or this Data Processing Agreement.
[bookmark: _WW123349]Data Processor indemnifies Controller from and against any claims of third parties, including Data Subjects, as a result of a violation of this Data Processing Agreement or applicable legislation on the part of Data Processor. Data Processor shall compensate any costs in connection with or resulting from that (also including costs of legal assistance) and damage of Controller.


[bookmark: _WW123350]Final Provisions
[bookmark: _WW123351]This Data Processing Agreement is governed by Dutch law.
All intellectual property rights in the Personal Data and in the databases containing this Personal Data shall vest in Controller, unless contractually agreed otherwise between the Parties.
[bookmark: _WW123352]This Data Processing Agreement and any separate rights and obligations under this Data Processing Agreement cannot be transferred to any third parties by the Parties without the prior, written approval of the other Party.
[bookmark: _WW123353]Modifications of this Data Processing Agreement may be agreed between the Parties in writing only.
[bookmark: _WW123354]In case one or more provisions of this Data Processing Agreement are not legally valid the remaining provisions of the Data Processing Agreement shall remain in full force and effect. The Parties shall consult on the provisions that are not legally valid in order to work out an alternative arrangement that is legally valid and aligns, to the extent as possible, with the purport of the provision that is to be replaced.
[bookmark: _WW123354]In the event that a data subject submits a request to exercise his legal rights (Article 15-22 GDPR) to Processor, Processor will forward the request to Controller, and Controller will further process the request. Processor may inform the data subject of this.	Comment by DPALynn: Minor There is no provision on requests by data subjects. This is mandatory (Article 28 paragraph 3 sub e GDPR) and must therefore be added, including specific arrangements about who does what.
[bookmark: _WW123354]Taking into account the nature of the processing and the information available to Processor, Processor will provide Controller with assistance in enforcing the obligations of Articles 32 to 36 of the GDPR.	Comment by DPALynn: Minor A provision on assistance in compliance with Articles 32 to 36 GDPR must be added, as this is mandatory (Article 28 paragraph 3 sub f GDPR).
[bookmark: _WW123354]Processor will inform Controller, upon first request, about the measures it has taken with regard to its obligations under this Processor Agreement.	Comment by DPALynn: Minor Nowhere is it stated that the processor must provide the information with which the controller can verify whether he complies with the GDPR, as required by Article 28 paragraph 3 sub h GDPR. That must be added.


	Agreed in twofold,
	

	
	

	
	





This review was performed by lawyerbot DPA Lynn.
If you spot any mistakes or want to discuss the review, then please add your feedback to this document and e-mail it to feedback@lynn.legal. Thank you!
DPA Lynn is a service of Lynn Legal bv of Amsterdam, the Netherlands.
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